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Open Source Initiative

LICENSES W MEMBERSHIP W COMMUNITY RESOURCES W

Licenses by Name

The following licenses have been approved by the OSI. The parenthesized expression following a license name is its SPDX short identifier (if
one exists). This list does not include those OSl-approved licenses that have been voluntarily retired by their steward.

= 2 clause BSD License (BSD-2-Clause)
= 3 clause BSD License (BSD-3-Clause)

= Academic Free License 3.0 (AFL-3.0) i
= Adaptive .F’l_lljlic License (APL-1.0) OS|: ﬂ:ﬁﬁﬁ EI BT 5"5 E%Uﬂa]\ . opey; sgurce
= Apache License 2.0 (Apache-2.0) 4 ‘-J' t‘ A iniciative

= Apple Public Source License (APSL-2.0) ,él‘_OSH:[: ’EE{JH‘E#FEI]&E%SZ o Approved License

= Artistic License 2.0 (Artistic-2.0)
m  Attribution Assurance License (AAL)
= Boost Ssoftware License (BSL-1.0)
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FFE AR Ok BEEMFONE FRMF O R EEMF oL
MIT/BSD2 LGPL2.1 > GPL2.0
k A \ A
BSD3 > LGPL2.1+ GPL2.0+
\ 4 \ 4
LGPL3.0 GPL3.0
Apache2.0 LGPL3.0+ > GPL3.0+ -

—> MPL1.1
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FQSS l D FOSS Audit Report test (20190528004)

Summary

Generated: 2019-05-28

~

Audit

Created: 2019-03-28
Code: 20190528004

25.0%

Name:  test

66.7%
Contact: victor victor (victor demo(@fs com)
75.0% 16.7%
Description
FOSS5 [ Non-FOSS
Show entries Search: |
License " SPDX Identifier Amount -

GINU Affero General Public License v3.0 I AGPL-3.0 12 I
GINU Leszer General Public License v2.1 or later LGPL-2.1+
Apache License 2.0 Apache-2.0 1

FOSSIDIR & B: AARIEFFEESD & EE#BE75%, HdhFH1243X4FH T AGPL3.0F .
MERAFARBATFEMSEEMRS, FHAGPL.OFTIE, BTEMTH, FESEFENE.
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FQSS I D FOSS Audit Report test (20190528004)

Generated: 2019-05-28

Vulnerabilities
Copy Excal CsV Search: |
CPE CVE Severity Attack Vector Attack Complexity Availability Impact
v
cpe:2 3:azdentityserveriidentityserver3:2.5 0% # % % =5 % IC\.’E-Z{)I T-12677 MEDIUM (6.1) NETWORK LOW NONE

CPE CVE Severity Attack Vector Attack Complexity Availability Impact

AR JKCVE-2017-12677 Detail

IdentityServer3 authorize responseld
Current Description

CNNVDERS: CNNVD-201708-360 BEEH:
IC‘\-’Eﬁ%: CVE-2017-12677 I R, IdentityServer3 2.4.x, 2.5.x, and 2.6.x before 2.6.1 has XS5 in an Angular expression on the authorize response page, which might allow remote
rsEliE: 2017-08-10 R, R attackers to obtain sensitive information about the IdentityServer authorization response.
= g HEAL 23 R . == IL=E
ERERETIEl: 2017-08-10 I T identityserver Source: MITRE
+view Analysis Description
REE:
Impact
:ﬁﬂﬁlf‘éﬁﬂ CVSS v3.0 Severity and Metrics: CVSS v2.0 Severity and Metrics:
Base Score: 5.1 MEDIUM Base Score: 4.3 MEDIUM
Vector: AV-N/ACL/PR:N/UIR/S:C/C:L/I:L/A:N (V3 legend) Vector: (AV:N/AC:M/AUN/CN/I:P/A:N) (V2 legend)
Identity Server3:2—MET NETEIATWeb M B2 S TiHRIEHIEIEE. avthorize response page EEFAT—MEIAMEIE. Impact Score: 2.7 Impact Subscore: 2.9
Exploitability Score: 2.8 Exploitability Subscore: 5.6

IdentityServer3 fR&Yauthorize response pageRdAngularFiA T FEBREERE. TENEE I BizRERFEE = dentity ServertER AR AT

EEER. LITEFZRIS0E: IdentityServer3 24 xhF=, 2.5xiR83, 2.6.1=8i092.6 xR Attack Vector (AV): Network Access Vector (AV): Network
Attack Complexity (AC): Low Access Complexity (AC): Medium
Privileges Required (PR): None Authentication (AU): None
,%ﬂ/ E User Interaction (Ul): Required Confidentiality (C): None
Tial
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Tools  Snippet Search

#ifndef OPENSSL_NO_HEARTBEATS
/* Add Heartbeat extension */
s2n(TLSEXT_TYPE_heartbeat,ret);

#ifndef OPENSSL_NO_HEARTBEATS
/* Add Heartbeat extension */

s2n(1,ret); $2n(TLSEXT_TYPE_heartbeatret);
/* Set mode: s2n(1,ret);
*1: peer may send requests /* Set mode:

= 2: peer not allowed to send requests
*
/
if (s->tlsext_heartbeat & SSL_TLSEXT_HE_DONT_RECV_REQUESTS)
*(ret++) = SSL_TLSEXT HB DONT SEND REQUESTS;
else
*(ret++) = SSL_TLSEXT_HB_ENABLED;
#endif

* 1: peer may send requests

* 2: peer not allowed to send requests

*

if (s->tisext_heartbeat & SSL_TLSEXT_HB_DONT_RECV_REQUESTS)
#(ret++) = SSL_TLSEXT_HB DONT_SEND_REQUESTS;

else
*ret++) = SSL_TLSEXT_HB_ENABLED;

#endif

L AL ARFAICCT MM MEUTRRATARE S

Q Limit: 10 % Sensitivity: 10 |

Component

Version Author . .
License License

File

openss| openss|  BSD-3-Clause-Attribution OpenSSL  openssl-OpensSL_1_0_1-beta3/sslit1_lib.c

N L S partial  platform_external_openss|  android-sdk-4.4.2_r1 android  N/A (@ OpenssL /platform_e zl_openss-android-sdk-4.4.2_r1/sslit1_lb.c 78kb O 20
1—tﬁg J | EX Ey partial  platform_external_openssl  android-sdk-4.4.2 r1.0.1 android  N/A @ QpenSSL /platform_external_openssl-android-sdk-4.4.2_r1.0.1/ssl/t1_lib.c ~ 78kb O 20
() OpenSSL /platform_external_openss-android-cis-4.4_r4/ssl/t] _lib.c 73k € 20

1_%6% i{q: partisl  platform_external_openssl  android-cts-4.4_r4 android  N/A
Pk L2
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